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Criminalization of Web Crawlers in the Era of Big Data
LI Jia—=xiao
( College of Criminal Justice, Shanghai University of Political Science and Law, Shanghai 201710,China )

Abstract:In the era of big data, data information has exploded, and web crawlers have emerged as a data
search engine, but in the process of using it, the legal benefits of data security have been threatened. As a neutral
technical tool, web crawlers are only regulated by criminal law when they are classified as malicious crawlers,
and due to the shortcomings of the law itself, the criminalisation path of malicious crawlers needs to be further
clarified. Throughout the practice, the majority of cases involving crawlers are related to the infringement of
computer information systems and the infringement of personal information of citizens, while the former involves
more crimes of suspected illegal intrusion into computer information systems and illegal acquisition of computer
information system data. In general, the criminalisation of malicious crawling cannot be divorced from the basic
principles of criminalisation, i.e. the principle of unity of subjectivity and objectivity and the principle of statutory
penalties.

Key words:web crawlers; malicious crawler behaviour; the principle of unity of subjectivity and

objectivity; the principle of the legality of crime and punishment
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